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Introduction 

The recent exponential explosion of automated bots is a danger to the integrity of online survey data, 
specifically in nonprobability surveys. According to large-scale traffic analyses, automated bots now account 
for nearly half of all global internet traffic (Imperva, 2024). While bots can be useful in assisting with 
repetitive tasks, they can also be used by bad actors to commit fraud. It is estimated that fraud rates are at 
15–30 percent across the market research industry, reaching as high as 45 percent on some survey 
platforms with spikes during the pandemic and continued growth fueled by the accessibility of large 
language models, bots, and click farms (Caven et al., 2025; Maimarides, 2025; McCarthy, 2022). In the 
context of survey responses, these bots pose real challenges to researchers by providing non-human 
technological responses. A marked increase in AI-generated responses was observed following public 
releases of new generative AI programs (Zhang, Katoh, & Pei, 2025). A couple of case studies also suggest 
that survey fraud has dramatically undermined data quality, with usable responses dropping from roughly 
75% to just 10% in recent years (Pinzón et al., 2024; see also Peterson, 2025). The problem is particularly 
acute when surveys are accompanied by financial incentives (Teitcher et al., 2015; Bowen et al., 2008). 
Beyond monetary gain, bad actors may also be motivated by the desire to disrupt research, by compromising 
data validity, or to test and challenge their own technical skills (Buchanan & Scofield, 2018). 

How bots impact data 
quality by recruitment 
source 
Online surveys have been becoming increasingly 
vulnerable to fraudulent responses and bot activity. 
Early evidence from Konstan et al. (2005) showed 
that 11 percent of responses in a sexual behavior 
risk survey were fraudulent. Removing these 
responses altered statistical significance. More 
recent studies reveal even higher rates: Bell and Gift 
(2023) detected identity falsification in over 81 
percent of respondents, while Bonnamy et al. (2025) 
abandoned a Qualtrics survey after determining that 
95 percent of responses were likely bot-generated. 

This challenge was echoed by Krawczyk and Siek 
(2024), who received 981 responses within four 
hours, of which only three were authentic. Goodrich 
et al. (2023) similarly reported that in a U.S. 
beekeeping survey, only 4 percent of 2,622 
responses were legitimate. Taken together, these 
findings constitute a striking pattern that reflects 
broader shifts in data collection. 

Social media recruitment has proven equally 
susceptible to fraud. Pozzar et al. (2020) found that 
94.5 percent of responses in a health research study 
were fraudulent, while Imes et al. (2024) reported 
that over 95 percent of Twitter-recruited responses 
were bot-generated. Detection is also getting more 
difficult. Irish and Saba (2023) warned that bot-
generated data can closely mimic human responses. 
Overly conservative exclusion criteria may also distort 
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findings, highlighted by Carballo-Diguez and Strecher 
(2012). This study noted that flagged cases 
sometimes contribute to sample diversity and 
observed relationships. Collectively, these studies 
underscore the growing challenge of maintaining data 
integrity in online and social media-based research. 

Evidence that it’s difficult 
to verify respondents’ 
identities 
Verifying respondents’ identities in online surveys 
has become increasingly difficult. Bell and Gift 
(2023) uncovered serious irregularities in their 
dataset, including evidence that respondents 
deliberately detected and circumvented screening 
measures and repeatedly submitted surveys under 
different identities. Bots can now leverage large 
language models, such as ChatGPT, to interpret 
survey questions and generate human-like 
responses, making fraudulent entries nearly 
indistinguishable from authentic ones (Bhayana, 
2024). Westwood (2025) specifically designed an 
autonomous LLM-based synthetic respondent 
capable of passing 99.8 percent of standard data 
quality checks and was able to generate coherent, 
persona-consistent responses that were 
indistinguishable from human responses. These 
developments highlight the growing sophistication 
of bad actors and the limitations of traditional 
verification strategies. 

Why these issues are  
hard to resolve 
Resolving survey fraud is inherently complex due to 
methodological and technological constraints. 
Lawlor et al. (2021) emphasized that individuals can 
use bots to conceal their identity and submit 
multiple responses, amplifying one “voice” over 
genuine participants, and noted that no single 
method works universally across surveys. 
Traditional strategies such as domain-knowledge 
checks and open-ended questions have become 
ineffective against LLM-powered bots (Yee, 2025). 
Teitcher et al. (2015) cautioned that aggressive 
screening risks excluding hard-to-reach populations. 

Vulnerable populations and those with limited digital 
access may be inaccurately flagged as fraudulent, 
underscoring the challenge of balancing rigorous 
detection with equitable participation (Stemmer et 
al., 2026). 

Ethical considerations often conflict with fraud 
prevention strategies. Carey and Babicheva (2024) 
suggested delaying disclosure of survey context 
until after screening questions to deter bots, but this 
approach may violate informed consent 
requirements. Gleibs and Albayrak-Aydemir (2021) 
noted concerns when researchers signal monitoring 
or deny compensation for suspicious responses, 
particularly given the economic vulnerability of some 
participants. These trade-offs highlight the tension 
between protecting data integrity and safeguarding 
participant rights. 

Fraud detection is further complicated by behavioral 
confounds such as satisficing, where genuine 
respondents provide minimal effort that triggers 
fraud indicators. Hamby and Taylor (2016) 
described this phenomenon, and Donegan and Gillan 
(2021) along with Moeck et al. (2021) warned that 
overly strict exclusion criteria risk removing 
populations prone to attention lapses, potentially 
biasing results.  

AI-assisted responding broadly contaminates survey 
measurement. The reliability of behavioral paradata 
like response times is blurred for a respondent using 
AI to assist in survey completion, making it difficult 
to distinguish persons from bots (Van der Stigchel et 
al., 2026; Westwood & Frederick, 2026). In one study of 
active online survey participants, 34 percent reported 
using LLMs to help them answer open-ended 
questions to better express themselves, casting doubt 
on whether researchers can assume all textual 
responses originate from the participant themselves 
(Zhang, Xu, & Alvero, 2025). LLM-generated responses 
are generally more homogeneous and emblematic of 
common or cultural touchstone responses which 
make it difficult to distinguish these responses from 
the opinions of an average member of the population, 
systematically suppressing natural variation 
(Martherus et al., 2025; Zhang, Xu, & Alvero, 2025). 

Operational challenges persist across survey 
platforms. Burdick (2025) pointed to gaps in fraud 
prevention caused by multiple vendors and 
subcontractors, while Wardrop (2025) reported that 
strict fraud checks like IP fingerprinting can 
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introduce bias and harm respondent experience. 
One study observed that eliminating financial 
incentives does not deter all fraud, as some actors 
are motivated by ideological disruption rather than 
monetary gain (Johnson et al., 2024). Wu et al. 
(2022) highlighted the trade-off between adding 
validity checks and risking lower response rates, 
underscoring the complexity of balancing security 
and usability. 

Additionally, hybridization strategies further 
complicate fraud detection in online surveys. Hense 
and Ahmed (2025) reported that fraudsters often begin 
surveys manually to bypass initial screening checks, 
then deploy automated bots to complete the remaining 
questions and secure incentives. This tactic blends 
human and machine input, making it increasingly 
difficult for researchers to identify fraudulent 
responses using traditional validation methods. 

Existing solutions and  
why they often fail 
Existing solutions to combat survey fraud often fall 
short against increasingly sophisticated tactics (see 
Panizza et al., 2026). Pozzar et al. (2020) found that 
even after implementing measures to prevent 
misrepresentation and automated enrollment, 
hundreds of fraudulent respondents still managed to 
bypass eligibility checkpoints. Building on this, 
Gutierrez (2023) noted that while honeypot 
questions can help identify bots, more sophisticated 
bots are now designed to detect and avoid these 
hidden items (see also Martherus et al. 2025). 
Similarly, Booth (2024) highlighted that fraudsters 
increasingly rely on tools such as Browser 
Automation Studio, VPNs, and headless browsers to 
evade detection, while bots mimic human response 
timing and produce polished, AI-generated answers 
to open-ended questions. Another study observed 
that these bots exploit CAPTCHA-solving services, 
rotate IP addresses, and leverage AI-generated text 
to circumvent existing safeguards (Gutierrez, 2023). 
Even vendor solutions, such as Qualtrics fraud flags, 
fail against sophisticated attacks, leaving 
researchers to contend with persistent 
contamination despite screening efforts (Hitches et 
al., 2025). Martherus et al. (2025) found that agentic 
AI tools could be detected using “reverse shibboleth” 
questions, where we expect the target audience to 

answer incorrectly (in contrast to shibboleth 
questions where the target audience is expected to 
answer correctly), but the viability of that approach 
long-term is only limited by the time it takes for AI 
agents to adapt. Manual review remains one of the 
most effective approaches, but it is prohibitively 
costly and time-intensive (Griffin et al., 2022). 

Some researchers are using machine learning to 
detect machine learning. While AI detector tools 
broadly have been highly touted, the evidence for 
their efficacy is lacking (e.g., Perkins et al., 2024), 
especially with a one-size-fits-all approach (e.g., 
Liang et al., 2023). Claassen and colleagues (2026) 
show that transformer-based models can identify 
bot-generated narrative text with up to 100 percent 
accuracy when tuned to a specific question context, 
but cross-question prediction was poor. Stemmer et 
al. (2026) proposed a multistage structured 
framework for mitigating fraudulent completes: the 
Configure, Assess, Triage, Corroborate, and Hone 
(CATCH) framework. The CATCH framework 
emphasizes the importance of a layered approach 
from pre-study configuration through post-data 
processing, as well as a combination of systematic 
and human-led methods. However, even with a 
multipronged approach, fraudulent responses are 
still likely to go undetected. amet eu lacus.” 

Conclusion 
BOTTOM LINE: 

Bot- and AI assisted contamination is no longer an 
outlier case for surveys. It is a structural risk for 
nonprobability online surveys. With bots constituting 
roughly half of web activity, and credible industry 
estimates showing double digit fraud rates in market 
and academic research contexts, the usual “status 
quo” defenses are insufficient (e.g., single 
honeypots, generic CAPTCHAs, or static fraud 
flags). The literature shows that sophisticated 
actors now hybridize tactics (beginning surveys 
manually, then automating), evade platform-level 
checks, and leverage LLMs to pass many 
conventional quality gates, often while preserving 
persona coherence. Accordingly, researchers can 
take the following practical steps to reduce the risk 
of fraudulent responses: 

• Layer defenses rather than rely on a single fix. 
Multi-stage detection approaches (such as 
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those emphasizing configuration, corroboration, 
and targeted human review) are more resilient 
than any single detection method.  

• Generic AI-detectors and static rule-based tools 
often fail and detection improves when reviews 
are tailored to study specific instruments and 
populations. 

• Overly aggressive screening risks excluding and 
alienating legitimate respondents, especially 
those with low digital literacy, unstable 
broadband, or atypical response patterns.  

• Collect paradata, document rules in advance, 
and apply exclusion criteria transparently. 

THE CENTER’S PERSPECTIVE:  

We recommend investing in designs that are 
structurally less vulnerable. While no approach is 
immune to fraud, probability-based surveys and 
panels are substantially less susceptible to the types 
of automated attacks, identity falsification, and 
volume-based bot infiltration that plague 
open-access, link-based nonprobability recruitment. 
Unlike convenience and opt-in routes (such as social 
media ads, survey routers, or open web links) 
probability-based panels rely on sampling frames, 
verified contact information, established recruitment 
protocols, and protecting ecosystems (e.g. unique 
PIN-based survey entry), all of which significantly 
constrain bot entry points and make impersonation 
far more difficult. These design features do not 
eliminate fraud risk, but they meaningfully reduce 
exposure and provide researchers with more robust 
tools for validating identities, tracking participation, 
and preserving sample integrity. 

IN SHORT:  

Researchers should combine layered fraud mitigation 
with a strategic shift toward probability-based survey 
designs, which by their very structure offer a more 
defensible path to trustworthy data in an era of rapidly 
escalating automated threats. 
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