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ABSTRACT

Supporting healthcare decision-making that is patient-centered and evidence-based requires investments in the
development of tools and techniques for dissemination of patient-centered outcomes research findings via
methods such as clinical decision support (CDS). This article explores the technical landscape for patient-
centered CDS (PC CDS) and the gaps in making PC CDS more shareable, standards-based, and publicly avail-
able, with the goal of improving patient care and clinical outcomes. This landscape assessment used: (1) a tech-
nical expert panel; (2) a literature review; and (3) interviews with 18 CDS stakeholders. We identified 7 salient
technical considerations that span 5 phases of PC CDS development. While progress has been made in the tech-
nical landscape, the field must advance standards for translating clinical guidelines into PC CDS, the standardi-
zation of CDS insertion points into the clinical workflow, and processes to capture, standardize, and integrate
patient-generated health data.
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INTRODUCTION

Clinical decision support (CDS) enables the timely delivery of evidence-
based guidelines at the point of care and supports healthcare decision-
making.! Although CDS was initially presented to clinicians, movement
within the policy and research communities toward patient-centered
care, as embodied in the Affordable Care Act, has intensified interest in
developing patient-centered CDS (PC CDS).>* The shift is reflected in
the modalities through which CDS is now delivered directly to patients
through apps, websites, patient portals, and text messages.

CDS is patient-centered when it incorporates findings from
patient-centered outcomes research (PCOR) or patient-specific in-

formation and facilitates the participation of patients and their care-
givers in health-related decisions and actions.** PC CDS offers
novel ways to ensure that patient-specific, highly targeted, evidence-
based clinical guidance is delivered to the right recipients, where and
when they want to receive it, in a manner that is easy for them to un-
derstand and act upon."”~ PC CDS that incorporates patient-
generated health data (PGHD) and other patient-centered data (eg,
patient preferences, social determinants of health) has tremendous
potential to improve patient and clinician decision-making by draw-
ing upon patient-specific data to enhance conversations and support
shared decision-making.®* PC CDS can be most impactful when
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these data can be integrated within the electronic health record
(EHR) to support patient engagement, produce clinical recommen-
dations, and reduce clinician burden.'®!!

There are several factors that will impact the advancement of PC
CDS such as policies and regulatory frameworks that influence PC
CDS development, use, and implementation,'>!3 as well as patients’
and clinicians’ trust in CDS tools and the privacy and security of
technologies that collect their health information.'** For PC CDS
to scale, computable knowledge must be sharable and interoperable
and PC CDS tools must interoperate with EHRs, personal health
records, and other clinical systems. The development and use of
standards for PGHD, for incorporating data into EHRs and other
health IT systems, for data exchange, and for developing and shar-
ing CDS (eg, representation of clinical knowledge in a computable
form) are key to creating the environment necessary for PC CDS
apps to flourish. We explore the current PC CDS technical landscape
and assess the challenges in making PC CDS more shareable,
standards-based, and publicly available.

OBJECTIVE

We aimed to: (1) assess the current state of PC CDS technical stand-
ards; (2) identify challenges; and (3) identify future directions for PC
CDS interoperability standards.

MATERIALS AND METHODS

We used a technical expert panel (TEP), a review of peer-reviewed
and grey literature, and key informant interviews for our study.

Technical expert panel

The TEP consisted of 22 PC CDS stakeholders with expertise in PC
CDS design, implementation, knowledge representation, standards,
and measurement. TEP members represented federal agencies
(n=4); academic medical centers (n=23); health IT developers
(n=4); patient advocacy organizations (7 =2); research organiza-
tions (n=4); health system clinical staff and providers (7=2);
health plans and value-based purchasers (7 =2); and quality stand-
ards and measures developers (7 =1). We conducted 2 TEP meetings
to gather feedback on and contextualize our findings.

Literature review

We conducted a scoping review to broadly characterize the current
state of the technical landscape of PC CDS and identify relevant
challenges. We conducted PubMed and Google searches for peer-
reviewed and grey literature published between December 2009 and
February 2020, supplemented with searches for resources like con-
ference presentations.'® Search terms encompassed key areas of
CDS standards, such as: Health Level 7 (HL7®) Fast Healthcare In-
teroperability Resources (FHIR®), interoperability, decision sup-
port, and patient-centeredness (see Supplementary Appendix for
additional information on scoping review methods). We reviewed
941 resources, screening titles, and abstracts using inclusion/exclu-
sion criteria and reviewing full text of the articles that remained. We
included 22 resources on the PC CDS technology landscape.

Key informant discussions

In addition to the TEP, we interviewed 18 experts with knowledge
in diverse PC CDS disciplines, representing health IT developers
(n=135), healthcare clinical staff and providers (7 =4), clinical con-

tent developers (7= 3), research organizations (7= 3), patient advo-
cates (n=1), federal agencies (7=1), and payers (n=1). We used a
semi-structured interview guide to fill gaps in the literature and
gather perspectives on PC CDS facilitators and future research areas.
The guide probed 5 topic areas: (1) critical current standards for PC
CDS, (2) gaps in PC CDS standards, (3) experience of using stand-
ards in applied projects, (4) identification of barriers, challenges,
and other limitations related to using standards, and (5) fundamen-
tal limitations in standards that will not carry over to the future.

Analysis and synthesis

We used qualitative thematic synthesis,'® using an inductive ap-
proach with simultaneous data collection and analysis.'® After
reviewing the literature and interview transcripts, we engaged in it-
erative discussions to identify primary themes. Two researchers then
reviewed the literature and transcripts to refine themes and identify
challenges. We reflected on the challenges identified across the liter-
ature and interviews to synthesize findings.

RESULTS

We identified 7 salient challenges for technical processes and stand-
ards that span the PC CDS lifecycle.'? Figure 1 displays these chal-
lenges and where they apply in the PC CDS landscape.

Using PCOR evidence/guidance to inform the PC CDS knowl-
edge base requires standards for the translation of clinical guidance
(Challenge 1). Evidence-based CDS tools are then made available in
both the patient-facing technical ecosystem (eg, apps, patient por-
tals, and wearable devices) and the provider-facing technical ecosys-
tem (ie, the EHR). Leveraging data, such as PGHD, from the
patient-facing technical ecosystem, requires a clear understanding of
data provenance (Challenge 2) and standards to capture patient-
generated data (Challenge 3). To be an effective clinical tool within
the provider-facing technical ecosystem, CDS must have standard-
ized insertion points with the EHR (Challenge 4). In addition, we
lack a standardized representation of patient-centered data such as
patient preferences and social risk factors that can inform clinical
decision-making (Challenge 5). Finally, we need a technical infra-
structure that supports writing data to the EHR database from the
patient-facing technical ecosystem (Challenge 6) and the use of that
data to inform PC CDS (Challenge 7). Below, we further describe
these 7 challenges.

Challenge 1: standards for translating clinical guidelines
into PC CDS

Disseminating evidence-based guidelines for PC CDS requires stand-
ards for representing recommended actions and clinical inclusion/ex-
clusion logic in a computable format. To date, guideline developers
have not adopted a standard for knowledge representation for
implementing PC CDS. Clinical Quality Language (CQL) and HL7
FHIR resources for sharing knowledge artifacts are recently devel-
oped standards for this purpose, but they have not been broadly
used or implemented. The Centers for Disease Control and Preven-
tion project “Adapting Clinical Guidelines for the Digital Age” aims
to improve the consistency with which guidelines are translated and
implemented using standards.!” However, additional work is needed
to further the development and maturation of consensus-based
standards and to promote the adoption of standards for knowledge
representation for integrating evidence-based guidelines into PC
CDS. The field would benefit from a coordinated federal response
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Figure 1. Seven salient standards challenges for PC CDS.

that engages stakeholders (eg, standards organizations, developers,
health systems, content developers) about consensus-based stand-
ards. This response could be organized by the Office of the National
Coordinator for Health Information Technology.'®

Challenge 2: standards for managing data provenance

Integrating PGHD—health-related data created, recorded, or gathered
by or from patients (or caregivers) outside a clinical setting (eg,
through a mobile application, device, or patient portal)—into the
EHR and PC CDS," requires improved data provenance standards.
Standards to capture data provenance are in development within
FHIR. These solutions could address the lack of validated approaches
for assessing the source of PGHD for CDS.*°
device identifiers to establish device provenance could facilitate link-
ages between PGHD and data sources.>! Source-specific processes for
cleaning, normalizing, and standardizing data must also be defined to

Consistent use of unique

meaningfully present PGHD information to healthcare providers.”
However, additional verification methods of PGHD through trusted
sources such as healthcare providers or through linkages to comple-
mentary information in the EHR may be needed.

Challenge 3: PGHD standards

Standardizing PGHD capture is critical for PC CDS, given that
PGHD encompasses a range of data from patients—via assessments,
apps, remote monitoring devices, or wearables—providing health in-
formation that is not captured in a healthcare setting. Previous
efforts have largely focused on electronic patient-reported outcomes
(ePROs).?* While some PRO instruments (eg, PROMIS®) are codi-
fied in Logical Observation Identifiers Names and Codes (LOINC),
a standardized ontology is needed so that measurements can be

shared across institutions to enable adoption of quality measure-
ments at a population scale.’? Key informants highlighted the need
for ePRO standards for data storage, exchange, and score harmoni-
zation (ie, cross-walking ePRO scores across survey instruments on
the same topic to compare within similar domains).** Promising ini-
tiatives include HL7® Patient-Reported Outcomes FHIR Implemen-
tation Guide,** the prototype software framework known as
SMART Markers,”* tools like Apple’s HealthKit to incorporate
PGHD through wearables or a patient portal,® and the HL7® Per-
sonal Health Device Implementation Guide.?* However, PGHD lack
standardized, interoperable data definitions and formats (eg, blood
pressure), hindering incorporation into care, aggregation from di-
verse participants and datasets, and analysis and interpretation.>!

Challenge 4: standardizing CDS insertion points

To accomplish the 5 Rights,'? there is a need to standardize CDS in-
sertion points into the clinical workflow.® Key informants noted
that creating triggers for PC CDS within existing clinical workflows
is difficult and resource intensive. While the CDS Hooks specifica-
tion was developed to trigger CDS in the workflow,?® there is varia-
tion among EHR developers in placing CDS trigger points.””
Additionally, most EHRs limit these integration points, such as only
enabling a “hook” in response to a patient’s chart being opened.?®
More granular insertion points would accommodate workflows that
are patient-centered and directly involve patients.

Challenge 5: standards for non-clinical patient-centered
data

Standardized representation of non-clinical patient-centered data
(eg, patient-preferences, social risk factor data) that appear in widely
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used tools, such as the Center for Medicare & Medicaid Innova-
tion’s Health-Related Needs Screening Tool, is critical to propelling
PC CDS forward.>® Emerging data collection standards germane to
patient-centered care include those that capture patient preferences,
social determinants of health (SDOH) data, and other contextual
data. While there are some efforts focused on standardizing the col-
lection of patient preference data, the Gravity Project is currently de-
veloping a minimum data set for exchanging information related to
multiple domains of SDOH such as food insecurity, housing, and
transportation. The Gravity Project is developing shared definitions
with FHIR-based resources for all domains of its SDOH Core Data
for Interoperability.>*? These standards would enable interopera-
ble exchange of SDOH data, analysis of these data, and their appli-
cation to PC CDS.

Challenge 6: integration of PGHD into EHRs

Using PGHD in health settings is challenging because: (1) most
organizations lack infrastructure to receive and store PGHD; and (2)
the standards needed to effectively integrate PGHD within the EHR
are lacking, immature, or not widely adopted.® Several key inform-
ants, as well as the literature, noted that data collected through PC
CDS apps are siloed and often maintained and analyzed outside of
the EHR. As CDS moves outside the clinical setting and directly to
patients through apps and devices, the risk increases that PGHD will
remain inaccessible to clinicians via the EHR without mature,
widely adopted, data exchange standards.

Challenge 7: CDS-focused application programming
interfaces
While FHIR standards have improved access to data for use in CDS,
several issues remain—including variability of implementation, in-
consistent availability of FHIR standards across developers, and lim-
ited functionality.*® Interpretation and implementation of FHIR
profiles can differ within the same health system.** The definitions
of FHIR profiles (eg, Patient Reported Outcomes FHIR Implementa-
tion Guide) must be more specific to support interoperability—so
that there is a use of standard terminology rather than developer- or
institution-specific terms.>*>* Efforts are underway to extend stan-
dard terminologies to include concepts for PGHD and PC CDS.33¢
Key informants noted the application programming interfaces
(APIs) to access many data types within EHRs remain proprietary.>?
Furthermore, even when EHRs have APIs for FHIR resources, they
do not usually support writing data from apps to the EHR.?® To
promote interoperability, EHR developers should use FHIR APIs
that allow data to be passed from an external application to the
EHR (ie, write APIs), such as those required for real-time interac-
tions during order entry and documentation.®”

DISCUSSION

The development, use, and wide scale implementation of PC CDS is
challenging because the patient-centered focus accentuates the com-
plex, adaptive, sociotechnical systems involved. These challenges in-
crease exponentially when you combine the complexity of the
healthcare delivery system with the systems required to design, de-
velop, implement, and deliver evidence-based PC CDS that meets
patients’ and clinicians’ needs, and fits into their respective routines
and workflows. Addressing these challenges will also require patient

and clinician trust in PC CDS and mechanisms to assess trustworthi-
ness of CDS.

Technical limitations of PC CDS include immaturity and limited
adoption of standards that promote interoperability in representing
and sharing this knowledge; lack of PGHD standards and ‘true’ inte-
gration of PGHD into EHRs; and immature and widely variable
adoption and use of FHIR APIs, and CDS standards (ie, CQL and
CDS hooks). The lack of industry-wide standards for PGHD collec-
tion, transfer, and tracking using different technologies, and for in-
teroperability across devices, limits its clinical utility. Additional
research should focus on developing and piloting standards for
PGHD and curating and controlling its flow to providers, so it is
meaningful and actionable.>®

Finally, within the healthcare ecosystem, the level of integration
of a PC CDS intervention in the EHR has implications for adoption.
Clinician-facing PC CDS needs to be incorporated into the tradi-
tional EHR-based workflow. In addition, PC CDS must surpass tra-
ditional clinical workflows and office-based settings into modalities
that reach patients.

CONCLUSION

We identified technical processes and standards needed to support
the implementation of evidence-based clinical guidelines in patient-
centered care delivery. Future PC CDS efforts should focus on
expanding standards development to address gaps, piloting new
standards where there are deficiencies, accelerating standards adop-
tion by EHR developers, and promoting research into scalability
through cooperation with standards development organizations,
EHR developers, and other healthcare stakeholders. A robust techni-
cal infrastructure will ensure that PC CDS is more easily deployed
for patients and incorporated in clinical workflows.
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